Analysis of PCI Identity Data on Mobile Devices
The CCC is doing a review of all faculty and staff data access to determine if they have access to PCI Identity Data and if a mobile computing or storage device is used to conduct CCC business. The review is in support of the new CCC policy Security for Mobile Computing and Storage Devices. The following form needs to be completed and signed by all faculty, staff and student workers as part of the review. Please return the completed form to your college contact: Stephen Goetchius  
Section 1 


Name:      
College: Three Rivers CC
Department:      
Section 2 


PCI Identity Data is defined as the following data elements:

· Social Security Number 

· Date of Birth 

· Mother’s Maiden Name 

· Student Loan Data 

· Bank Account Numbers 

· Credit Card Numbers 
This includes any such data on Students, Prospective Students, Parents, Alumni, Donors, Grantors, Private Business or Government entities, Employees, Vendors, etc.
I have access to PCI Identity Data through (check all that apply):
 FORMCHECKBOX 

Banner, Core-CT, Web-CT Vista or other common CCC system-of-record 
 FORMCHECKBOX 

An external or third-party system used in the conduct of CCC business

 FORMCHECKBOX 

A college, division, department or employee stand-alone “system” of any kind (including Access, Excel, other databases)

 FORMCHECKBOX 

Extracts downloaded from any of the above or other systems
 FORMCHECKBOX 

IT administrative access to system(s) containing PCI Identity Data

 FORMCHECKBOX 

Other (specify):

If you selected any of the areas above, please continue to Section 3. If you selected none of the areas above and do not have access to PCI Identity Data, please sign, date this form at the end, and return it to your college contact.
Section 3 


Please describe your access to PCI Identity Data.

     
Please continue to Section 4.
Section 4 


Mobile computing and storage devices are defined as the following:

Mobile Computing Device – The term "mobile computing device" refers to a portable computing or telecommunications device that can execute programs.  This definition includes, but is not limited to, notebooks, palmtops, PDAs, IPods, BlackBerry devices, and cell phones with Internet synching/browsing capability.

Mobile Storage Device – The term "mobile storage device" includes but is not limited to, mobile computing devices, diskettes, magnetic tapes, external/removable hard drives, flash cards (e.g., SD, Compact Flash), thumb drives (USB keys), jump drives, compact disks, digital video disks, etc.  

A Mobile Computing or Storage Device is any device you use in your college duties. The device may be CCC or personally owned.

Do you use any mobile computing or storage device(s) in your college duties?    FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

Note: If you answered yes to the above, please do not start removing PCI Identity Data from mobile devices until approved procedures for data analysis and removal have been developed and communicated. You may elect to store mobile devices containing PCI Identity Data in a secure location while the procedures are being developed.
If you answered yes, please continue to Section 5. If you answered no, please sign, date this form at the end, and return it to your college contact.
Section 5 


Please complete the following table for all mobile computing and storage devices (e.g. list laptop, cell phone, jump drive, etc.) assigned to or owned by you, that you use in performing your college duties (insert additional rows or attach additional sheet if necessary):
	Type of Mobile Device
	Make / Model
	CCC Owned

	     
	     
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	     
	     
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	     
	     
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	     
	     
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	     
	     
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	     
	     
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	     
	     
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No


Please sign, date this form below and return it to your college contact.
Section 6 


Signature


Date: ____________________
